	WSB University


	Field of study: Management

	Module / course: Cyber Security and selected IT tools

	Educational profile: practical

	Education cycle: I-cycle studies

	Number of hours per semester
	1
	2
	3

	
	I
	II
	III
	IV
	V
	VI

	Full -time studies

(L/C/lab/pr/e)
	
	
	12C
	
	
	

	Part-time studies

(L/C/lab/pr/e)
	
	
	
	
	
	

	LECTURER
	PhD Eng. Krystian Mączka

	FORM
	Classes

	COURSE OBJECTIVES


	The course objective is to familiarize the student with and to test basic techniques for maintaining security while using the Internet, to reach information on the web and to present basic tools for assessing or ensuring the security of using computer networks.

	Course outcome
	References to outcomes
	Description of learning outcomes  
	Verification of learning outcomes  

	
	Field-related learning outcomes
	Area-related  learning outcomes
	Knowledge



	SecIT_K01
	Z_W12
	S1P_W06
	Student knows the basic techniques of ensuring and testing the security of data sent by means of computer networks.
	· Answer to theoretical questions in the report

	
	
	
	Abilities

	SecIT_A02
	Z_U02
Z_U03
	S1P_U02

S1P_U06
S1P_U02

S1P_U06


	Student can identify threats in computer networks and use basic tools to ensure and assess data security and tools enabling access to information on the network.
	· Analysis of developed solutions and data obtained from the Internet in the prepared report


	
	
	
	Social competences

	SecIT_S03
	Z_K04
	S1P_K04
	Student demonstrates the understanding of threats associated with the transmission of data in computer networks, demonstrates awareness of techniques for securing network connections and the value of data for the enterprise.
	· Analysis of developed solutions and data obtained from the Internet in the prepared report

	Students’ own workload  (in didactic hours 1h did.=45 minutes)** 

	Full- time

Participation in lectures = 

Participation in classes = 12h
Preparation to classes = 15h
Preparation to lectures = 

Preparation to an examination = 9h
Project tasks =

e-learning =

Credit/examination =2h
others  (indicate which) = 

TOTAL: 38h
ECTS points: 1.5
Including practical classes: 1.5
	Part- time

Participation in lectures = 

Participation in classes = 12

Preparation to classes = 
Preparation to lectures = 

Preparation to an examination = 
Project tasks =

e-learning =

Credit/examination =
others  (indicate which) = 

TOTAL: 
ECTS points:
Including practical classes:

	PREREQUISITES


	Basic computer skills. Basic knowledge of the operation of the Internet. An ability to use a web browser.

	COURSE CONTENT

(Division into contact hours and e-learning)


	Contact hours:

• Basics of network configuration:
1. static and dynamic IP addresses,
2. DNS server (server owner verification in whois databases)
• Security of data transfer on the Internet
1. Email security. Mail encryption. Identification of the mail server owner. 'Instant mail' services (e.g. 10 minutes mail).
2. Digital signature. A list of trusted root certificates.
3. Checksums downloaded from the network of files
4. Data encryption before sending (encrypting archives)
• Threats to steal data from systems:
1. Malware. Network Viruses. Their operation, detection, identification.
2. Advanced keylogger spyware
• Diagnostics and threat detection in systems and networks:
1. Monitoring system processes including data writing to disk (process monitor)
2. Monitoring network connections (tcp monitor)
3. The use of tools for analyzing individual protocols operating in a computer network.
• Selected aspects of mobile application security
E-learning: Not applicable

	LITERATURE

(compulsory reading)


	· K. Lam, D. LeBlanc, B. Smith, Assessing Network Security. Microsoft Press, 2004.

· H. Colvin, Cyber Security for Beginners : Everything you need to know about it (Cyber security, Cyberwar, Hacking).  CreateSpace Publishing, cop. 2017.

· 
S. Mcclure, J. Scambray, G. Kurtz, Hacking exposed 7 : network security secrets & solutions .

	OPTIONAL LITERATURE
	· 
P. Lea, Internet of things for architects : architecting IoT solutions by implementing sensors, communication infrastructure, edge computing, analytics, and security. Publishing Ltd., cop. 2018.

	TEACHING METHODS

(Division into contact hours and e-learning)

	Contact hours:

• case study analysis,
• discussion,
• solving tasks,
• performing experiments

E-learning: Not applicable

	TEACHING AIDS
	Multimedia projector, software: web browser, Windows operating system

	PROJECT

(if implemented in the framework of a classes module)
	Not applicable

	METHOD OF ASSESSMENT

(Division into contact hours and e-learning 
	Credit with a grade 

	FORM AND CONDITIONS OF ASSESSMENT
	· Final coursework: conducting research and presenting their results in the form of a study, consisting of reaching information on the Internet 
· The condition of obtaining credit is obtaining a positive grade from all forms of credit provided for in the curriculum, taking into account the quantitative criteria of assessment set out in the Framework Student Evaluation System at WSB University


* L-lecture, C- classes lab- laboratory,  pro- project, e- e-learning
