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	COURSE OBJECTIVES 
	The aim of the course is to familiarise Students with basic network security issues as well as selected IT tools.

	COURSE CONTENT

(Division into contact hours and e-learning))


	Content implemented in direct form:

1. Introduction to the subject matter

2. Basic concepts

3. Comprehensive security systems according to ISO27001

4. Problems and issues related to social engineering 

5. Cryptography, stenography, authentication

6. Network security

7. Operating system security 

8. Selected IT tools

9. Summary of the subject matter

Content implemented in the form of e-learning:
-

	LITERATURE

(compulsory reading)
	· Defensive Security Handbook: Best Practices for Securing Infrastructure 2018

· Safdar GA, Kalsoom T, Ramzan N (2020) 'Security challenges in cyber systems', 2020 International Conference on UK-China Emerging Technologies (UCET) - Glasgow, Institute of Electrical and Electronics Engineers Inc.. 
· Maple, C., Williams, G., Yue, Y. (2007) Reliability, Availability and Security of Wireless Networks in the Community,31 (2):201-208 Informatica
Literature available in WSB Univeristy Library
· Lam, K., Assessing Network Security, Redmond : Microsoft Press, 2004.

· McClure, S., Scambray, J., Kurtz, G., Hacking exposed 7 : network security secrets & solutions

	OPTIONAL LITERATURE (including at least two items in English, either books or articles)
	·  Christopoulos A, Conrad M, Shukla M (2016) 'Between virtual and real: exploring hybrid interaction and communication in virtual worlds', International Journal of Social Media and Interactive Learning Environments, 4 (1).
· Ghasem Z, Frommholz I, Maple C (2015) 'A hybrid approach to combat email-based cyberstalking', 2015 Fourth International Conference on Future Generation Communication Technology (FGCT) - Luton, Institute of Electrical and Electronics Engineers Inc.

· McGrath, C., Safdar, G.A. and McLoone, M. (2006) 'Novel authenticated key management framework for ad hoc network security' Irish Signals and Systems Conference, Letterkenny, Ireland, 20-21 June. Letterkenny: IEEE, pp.185-190.
Literature available in WSB Univeristy Library

· Gilsing, V., The dynamics of innovation and interfirm networks : exploration, exploitation and co-evolution, Cheltenham, UK ; Northampton, MA : Edward Elgar, 2005.
· Gapiński, A., Strategies for computer network security, Kwartalnik Nauk o Przedsiębiorstwie : KNoP. 1896-656X. 2014, nr 3, s. 59-65, 2014.


