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	Field of study: Computer Science

	Subject: Security of computer networks and systems

	Profile of education: Practical

	Level of education: undergraduate studies

	Number of hours 
per semester
	1
	2
	3
	4

	
	I
	II
	III
	IV
	V
	VI
	VII

	Full-time studies
(w/w/lab/pr/e)*
	
	
	
	
	14w/16lab
	
	

	Part-time studies
(w/æw/lab/pr/e)
	
	
	
	
	10w/12lab
	
	

	LANGUAGE OF INSTRUCTION
	Polish

	LECTURER

	Dr Eng Krystian Mączka

	FORM OF ACTIVITIES

	Lecture, laboratory, consultation

	SUBJECT OBJECTIVES

	The aim of the course is to acquaint students with ICT security threats and to impart knowledge on security design and management as well as on securing networks and operating systems

	Reference to learning outcomes
	Description of learning outcomes
	Means of verification of the effect
learning

	Directional effect
	PRK
	
	

	NEWS

	INF_W04
	P6U_W
	Has knowledge of security of IT systems and computer networks, risk analysis, identification of protected resources. Is familiar with mechanisms and technologies to enhance the security of networks and IT systems. 
	Colloquium

	SKILLS

	INF_U15
	P6U_UW
	Can identify threats against a given type of IT assets, can select appropriate security for a given type of threat. Can configure security for selected IT technologies.
	Colloquium

	INF_U06
	P6U_U
	Can produce documentation such as security guidelines or security procedures. Can create an IT security policy
	Assessment of work in practical / laboratory classes

	SOCIAL COMPETENCES

	INF_K01
	P6U_K
	Is aware of the existence of threats to information systems, and has an awareness of the methods and effort needed to enhance the security of systems and networks.
	Class discussion, student observation




	Student workload (in teaching hours 1h =45 minutes)** 


	Stationary
attendance at lectures = 14
participation in exercises/laboratories = 16
preparation for exercise/laboratory = 15
lecture preparation = 10
exam preparation/assessment =  10
implementation of project tasks =
e-learning =
credit/examination = 6
other (consultation) = 4
TOTAL: 75h
Number of ECTS credits: 3
including in practical classes: 2
	Part-time
attendance at lectures = 10
participation in exercises/laboratories = 12
preparation for exercise/laboratory = 19
lecture preparation = 14
exam preparation/assessment =  10
implementation of project tasks =
e-learning =
credit/examination = 6
other (consultation) = 4
TOTAL: 75h
Number of ECTS credits: 3
including in practical classes: 2

	PREREQUISITES

	The student must have a basic knowledge of the subject Operating Systems and Computer Networks when taking this course.

	SUBJECT CONTENT
(broken down into 
face-to-face and e-learning classes)


	Content delivered in a face-to-face format: 
· Information security management
· Building a company security policy
· IT system audit
· Network security design.
· Firewalls
· Threats to information systems. Division and definitions
· Applications of cryptography
· Applications and topology of private networks

Content delivered via e-learning: not applicable

	LITERATURE 
COMPULSORY

	· Linux Server Security, Michael Bauer, "O'Reilly Media, Inc."
· Microsoft Windows Security Essentials, Darril Gibson, Publisher Wiley

	LITERATURE 
SUPPLEMENTARY
(including min. 2 items in English; book publications or articles)
	· Linux Security Cookbook, Daniel Barrett, Richard Silverman, Robert Byrnes, 'O'Reilly Media, Inc.', 

	SCHOLARLY PUBLICATIONS BY INSTRUCTORS RELATED TO THE TOPICS OF THE MODULE
	· Mączka K., 2019, Management of Digital Data Security in the Context of Users' Awareness of Computer Attacks, Proceedings of the 34th International Business Information Management Association Conference (IBIMA), 13-14 November 2019 IBIMA Publishing, 978-0-9998551-3-3, Madrid, Spain
· Mączka K., 2018, Advanced computer forensics techniques, Between Forensics and the Criminal Process. From the issues of forensic analysis	Konieczny J. (ed.)	Opole University Publishing House, 978-83-7395-780-0, Opole
· Rostański M., Borczyk W., Buchwald P., Duda J., Mączka K., Świtała P., 2015, Mobile technology security, Design, applications and development of mobile applications, Wyższa Szkoła Biznesu w Dąbrowie Górniczej, Dąbrowa Górnicza
· Mączka K., Peterek P., 2015, Information protection in criminal law against the background of electronic safeguards against unauthorised access to it, Internet in the Information Society. Modern information systems and their security, Grzywak A., Mączka K. (eds.).	Wyższa Szkoła Biznesu w Dąbrowie Górniczej, 978-83-64927-41-6, Dąbrowa Górnicza
· Buchwald P., Mączka K., Rostański M.	, 2015, Methods for obtaining geolocation information of Internet users	Przestępczość teleinformatyczna 2015 Kosiński J. (ed.), Publishing House of the Higher School of Police in Szczytno, 179-192, 978-83-7462-506-7, Szczytno
· Buchwald P., Rostański M., Mączka K., 2014, Network steganography method for user's identity confirmation in web applications Theoretical and Applied Informatics, vol. 26 - No.3, 4/2014, 2014, YADDA: bwmeta1.element.baztech-8267a375-b1be-40db-a419-1a24dd7f281f 1896-5334	
· Gontarz T., Mączka K., 2014, Technical and legal aspects of being forgotten on the Internet ('right to be forgotten'), Internet in the Information Society. Modern information systems and their security, Pregiel R., Buchwald P. (ed.), Wyższa Szkoła Biznesu w Dąbrowie Górniczej, 111-122, 978-83-62897-90-2, Dąbrowa Górnicza

	TEACHING METHODS
(broken down into 
face-to-face and e-learning classes)
	In direct form:
· Multimedia presentation
· Case study
· Brainstorming
In the form of e-learning: not applicable

	LEARNING AIDS
	Multimedia overhead projector, auxiliary Microsoft Access

	PROJECT
(insofar as it is carried out as part of a course module)
	Not applicable

	FORM AND CONDITIONS OF PASSING
(broken down into 
face-to-face and e-learning classes)
	· Lecture - exam
· Laboratory - pass/fail 
· Written examination
· Colloquium. Correct answers to at least 50% of questions.



