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	Field of study: Management Engineering

	Module/subject: Network security and selected IT tools

	Education profile: practical

	Level of education: first-cycle studies

	Number of hours
per semester
	1
	2
	3
	4

	
	I
	II
	III
	IV
	V
	VI
	VII

	Full-time studies
(lecture/excercises/lab/pr/e)*
	
	
	12 h lectures
	
	
	
	

	Part-time studies
(lecture/excercises/lab/pr/e)*
	
	
	12 h lectures
	
	
	
	

	Language of instruction
	English

	LECTURER
	[bookmark: _GoBack]

	FORM OF CLASSES
	Lectures

	SUBJECT OBJECTIVES

	•    expanding knowledge and practical skills in the area of cybersecurity triad: integrity, availability and confidentiality of data in cyberspace – in computer networks and systems.
•    developing social competences in the area of awareness of the above-mentioned threats, the ability to recognise them and develop protective strategies based on established guidelines.
•    developing the ability to use additional, useful IT tools, such as business process modelling methodologies based on international standards, e.g. BPMN, elements of IT project management with a new important area of requirements “engineering” as well as the correct definition of queries (prompts), facilitating the achievement of the intended goal in the use of artificial intelligence tools.

	Reference to learning outcomes
	Description of learning outcomes
	Method of verifying the learning outcome

	Programme learning outcome
	PRK
	
	

	KNOWLEDGE

	K_W08
	P6S_WG
	The student has an advanced knowledge and 
understanding of the essence of digital information flow systems, their importance in 
the digital transformation process, and 
the resulting cyber security threats.
	Final essay and its presentation.

	
	
	The student understands the principles of the 
CIA cybersecurity triad (confidentiality, 
integrity, availability), is familiar with typical 
threats to each of its elements and knows good data protection practices.
	Final essay.

	
	
	The student is familiar with the functioning of Blue Team, Red Team and Purple Team, penetration tests and understands the role of 
process modelling (BPMN, UML), 
project management and artificial intelligence in cybersecurity systems.
	

	SKILLS

	K_U01
K_U16
K_U04
	P6S_UW

	The student is able to analyse 
cybersecurity threats in the context of the 
CIA triad and interpret process models 
or security scenarios using tools such as 
BPMN/UML diagrams or examples of AI applications.
	Final essay and its presentation.

	SOCIAL COMPETENCES

	K_K01
	P6S_KK

	The student is ready to recognise the role of IT tools in supporting the resolution of network security issues and is aware of the need to expand this knowledge through lifelong learning.
	Presentation of final project and discussion.

	K_K01
	P6S_KK

	The student is ready to share knowledge and skills in the field of identifying threats in digital systems and defence strategies in this area with their social environment.
	

	Student workload (during teaching hours 1 hour = 45 minutes)**


	Full-time studies: 
attendance at lectures = 12 h 
attendance at classes =
preparation for classes =
preparation for lectures = 10 h
preparation for assessment/exam = 11,5 h
completion of project tasks =
consultations = 2 h
e-learning =
assessment/exam = 2 h
other – self-study =
TOTAL: 37,5 h
ECTS points: 1,5 h
including practical classes: 0
	Part-time studies:
attendance at lectures =
attendance at classes =
preparation for classes =
preparation for lectures =
preparation for assessment/exam =
completion of project tasks =
consultations =
e-learning =
assessment/exam =
other – self-study =
TOTAL: 
Number of ECTS points: 
including practical classes: 


	PREREQUISITES 
	Basic knowledge of information technology.

	SUBJECT CONTENT
(divided into
face-to-face
and
e-learning classes)
	1. Introduction to digital information flow systems as a potential opportunity brought about by digital transformation, but also as a vulnerability to cybersecurity threats.
2. The CIA triad of cybersecurity: integrity, availability and confidentiality of data in cyberspace and the resulting types of threats, as well as guidelines and best practices for defence.
3. BlueTeam, RedTeam and PurpleTeam teams and penetration testing as components of a threat protection and detection system for institutions, enterprises and communities.
4. Modelling business processes, including cybersecurity, in accordance with BPMN and UML methodologies, as an effective IT tool for presenting processes/systems in the form of flowcharts.
5. Project management elements as effective tools with IT technologies for the organisation of processes, including cybersecurity projects.
6. Artificial intelligence (AI) systems as a threat detection tool, as well as analysis of use cases of AI algorithms as threats to the CIA triad. 9. Summary of the subject matter

	OBLIGATORY LITERATURE

	1. W. Stallings, L. Brown, Computer Security: Principles and Practice, 5th ed., Pearson, Boston 2018
2. Attipoe, A. E., Yan, J., Turner, C., & Richards, D. (2016). Visualization tools for network security. Electronic Imaging, 28, 1-8.
3. Sinchana, K., Sinchana, C., Gururaj, H. L., & Kumar, B. S. (2019, July). Performance evaluation and analysis of various network security tools. In 2019 International Conference on Communication and Electronics Systems (ICCES) (pp. 644-650). IEEE.

	ADDITIONAL LITERATURE
	1. Viduto, V., Maple, C., Huang, W., & López-Peréz, D. (2012). A novel risk assessment and optimisation model for a multi-objective network security countermeasure selection problem. Decision Support Systems, 53(3), 599-610. 
2. Bringhenti, D., Marchetto, G., Sisto, R., & Valenza, F. (2023). Automation for network security configuration: State of the art and research trends. ACM Computing Surveys, 56(3), 1-37.
3. J. Kurose, K. Ross, Computer Networking: A Top-Down Approach, 8th ed., Pearson, Boston 2021.


	SCIENTIFIC PUBLICATIONS OF PERSONS TEACHING CLASSES RELATED TO THE TOPICS OF THE MODULE
	1. P. Buchwald, M. Rostański, K. Mączka, Virtual reality and mobile devices in 3d objects designing and prototyping. Helion Gliwice Publishing. 2019.
1. Kostka P., Nawrat Z., Tele-Manipulation System for Minimal Invasive Surgery Support. Prototype for Long Distance Operation, Advances in Intelligent and Soft Computing, vol.118,  pp. 279-286, 2012
1. Kostka P., Tkacz E., Support Vector Machine Classifier with Feature Extraction Stage as an Efficient Tool for Atrial Fibrillation Detection Improvement, Advances in Intelligent and Soft Computing, Springer Verlag, vol. 45, pp. 356-363, 2007
1. Kostka P., Tkacz E., Modern MEMS Acceleration Sensors in Tele-Monitoring Systems for Movement Parameters and Human Fall Remote Detection, Advances in Intelligent and Soft Computing, Springer, vol. 118, pp. 271-278, 2012

	TEACHING METHODS
(divided into
face-to-face
and e-learning classes)
	·  multimedia presentations,
· discussions,
· case studies.
· demonstration of selected programmes/computer environments supporting the creation of flowcharts in business process modelling and assisting in IT project management.
· final essay presenting an area of cybersecurity methodologies and technologies selected by the student,
· compact ‘3 Minutes Thesis’ presentation of the topic and key elements of the final essay.

	LEARNING AIDS
	Software tools supporting the presentation of threats and protection methods.
•   IT tools to support business process modelling and the creation of effective flowcharts, e.g.: https://app.diagrams.net/

•   BwSiWNI e-course on the AWSB (Moodle) online platform, as an e-magazine providing support in the form of blended learning for educational purposes. A place for lecture scripts, materials and links to additional resources that broaden the perspective of the subject. A separate section describing the conditions and form of passing the subject, with space for uploading essays and final presentations, which are effectively archived on the OnLine AWSB platform.
•    Link to the above-mentioned e-course: https://online.wsb.edu.pl/course/view.php?id=13817   

	PROJECT
(if implemented
as part of the course module)
	Not applicable

	FORM AND CONDITIONS OF PASSING
	Final essay and its presentation.
Assessment according to the standard grading scale adopted in the Study Regulations: 2.0 - 5.0.


* lecture-lecture, exercises- exercises, lab- laboratory, pr- project, e- e-learning.


