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	Education profile:

	Level of education: second-cycle studies

	Number of hours per semester
	1
	2

	
	AND
	II
	III
	IV

	Full-time studies
(in/ excercise /lab/ pr /e)
	
	
	
	

	Part-time studies
(in/ excercise /lab/ pr /e)
	
	
	
	

	LANGUAGE OF THE COURSE
	Polish

	
LECTURER

	Radosław Gnat, M.A.

	FORM OF CLASSES

	Remote

	SUBJECT OBJECTIVES

	The aim of the course is to present how to assess the effectiveness of security controls supporting the design, implementation and supervision of IT security.

This refers to ways of collecting factual evidence that will allow for the formulation of a reasoned judgment on the condition of the ICT infrastructure.


	Reference to learning outcomes
	Description of learning outcomes
	Method of verifying the learning outcome

	Directional effect
	PRK
	
	

	KNOWLEDGE

	
	
	
	

	
	
	
	

	SKILLS

	
	
	
	

	
	
	
	

	SOCIAL COMPETENCES

	
	
	
	

	
	
	
	

	workload ( during teaching hours 1 hour = 45 minutes)**


	Stationary
participation in lectures =
participation in exercises =
preparation for exercises =
preparation for the lecture =
preparation for the exam =
implementation of project tasks =
e-learning =
pass/exam =
other ( specify what) =
TOGETHER:
Number of ECTS points :
including as part of practical classes:

	Part-time
participation in lectures =
participation in exercises =
preparation for exercises =
preparation for the lecture =
preparation for the exam =
implementation of project tasks =
e-learning =
pass/exam =
other ( specify what) =
TOGETHER:
Number of ECTS points :
including as part of practical classes:


	PREREQUISITES

	

	SUBJECT CONTENT
(divided into
face-to-face classes and e-learning)

	Content implemented in direct form:

· What is an audit?
· Requirements and evidence
· Types of audit
· Auditor characteristics
· Auditing standards
· Sources of risk
· Audit exercises

Content provided in the form of e-learning


	LITERATURE
MANDATORY

	[1] PN-EN/PL ISO/IEC 27001:2023
[2] Collective Work, Introduction to IT Security, Volume 1.Securitum, 2023
[3] K. Jarmul , Practical Data Privacy, O'Reilly, 2023


	LITERATURE
SUPPLEMENTARY
(including at least 2 items in English; book publications or articles)
	[1] P. Calderon, Nmap Network Exploration and Security Auditing Cookbook, Packt , 2012
[2] P. Ackerman, Industrial Cyber Security, Packt , 2021

	SCIENTIFIC PUBLICATIONS OF PERSONS TEACHING CLASSES RELATED TO THE TOPICS OF THE MODULE
	

	TEACHING METHODS
(divided into
face-to-face classes and e-learning)

	In direct form:


In the form of e-learning:

	LEARNING AIDS
	

	DESIGN
(if it is implemented as part of the course module)
	Project goal:
Project topic:
Project form:


	FORM AND CONDITIONS OF PASSING
(divided into
face-to-face classes and e-learning)

	


* W-lecture, cl -exercises, lab-laboratory, pro-project, e-e-learning


