[bookmark: _GoBack]
	AKADEMIA WSB - WSB UNIVERSITY

	Field of study: Computer Science

	Course Title: Operating Systems - Laboratory

	Educational Profile: Practical profile

	Level of Study: First-cycle studies, Bachelor of Engineering level

	Number of Contact Hours per Semester
	1
	2
	3

	
	I
	II
	III
	IV
	V
	VI

	Full-time studies (L/C/Lab/P/E)*
	
	
	Lab 16
	Lab 16
	
	

	Part-time studies (L/C/Lab/P/E)*
	
	
	Lab 16
	Lab 16
	
	

	ECTS credits
	1
	
	
	
	
	

	Language of Instruction:
	English

	Instructor:
	mgr inż. Marcin Hanasiewicz

	Form of Classes:
	Laboratory

	Course objectives:
	The aim of the course is to develop practical skills in installing, configuring and administering Microsoft Windows operating systems and selected security mechanisms used in workstation, server and basic domain-based environments.

	Learning Outcome
	Description of Learning Outcomes
	Assessment method

	Programme Learning Outcome
	PQF – Polish Qualifications Framework
	
	

	Knowledge

	INF_W02



INF_W05
	P6U_W / P6S_WG / P6S_WG_INŻ
	The student knows and understands selected issues of operating systems, Windows administration, Group Policy, PowerShell automation, Windows Registry, remote access, permissions, disk encryption and application control mechanisms.
	Laboratory tasks, practical configuration check and written laboratory report.

	Skills

	INF_U09
	P6U_U / P6S_UW / P6S_UW_INŻ
	The student can perform practical administration tasks in a Windows environment, using appropriate tools and security-oriented configuration methods.
	Practical laboratory task and report.

	INF_U11
	P6U_U / P6S_UW / P6S_UW_INŻ
	The student can analyse the functioning of an operating system and administer simple computer systems, including user access, system services and remote desktop access.
	Practical verification during laboratory classes.

	INF_U14
	P6U_U / P6S_UW / P6S_UW_INŻ
	The student can identify and formulate practical engineering tasks related to Windows configuration, registry changes, GPO settings, NTFS/share permissions, BitLocker and AppLocker.
	Configuration exercise and troubleshooting task.

	INF_U01
	P6U_U / P6S_UW
	The student can use technical documentation and other sources of information to solve operating-system administration problems.
	Report with references and justification of configuration choices.

	Social Competences

	INF_K01
INF_K02
	P6U_K / P6S_KK; P6U_K / P6S_KR
	The student is ready to critically assess their own knowledge, verify technical information and act responsibly when configuring systems that affect security, availability and user access.
	Observation during laboratory work, report and discussion.

	Student Workload (1 teaching hour = 45 minutes)

	Full-time Studies

	Part-time Studies


	Full-time Studies:
	Laboratory participation - 16 h.

	Part-time Studies:
	Laboratory participation - 16 h.

	Total workload / ECTS:
	16 teaching hours / 1 ECTS credit, including practical laboratory classes.

	Student will learn:
	The student will learn how to install and perform initial configuration of Windows Server and Windows client systems in a virtual laboratory environment, and how to configure and secure Windows systems using GPO, PowerShell, Registry Editor, RDP, NTFS/share permissions, BitLocker and AppLocker.

	Course content:
	Installation and initial configuration of Windows Server and Windows client systems; basic Windows administration in a workstation and server environment; local user and group management; Group Policy Objects and selected policy settings; PowerShell commands and simple administration scripts; Registry Editor and selected registry settings; Remote Desktop configuration and access verification; NTFS permissions and share permissions; BitLocker configuration and recovery concepts; AppLocker rules and application control; troubleshooting and documentation of performed tasks.

	Teaching methods:
	Laboratory demonstration, guided practical exercises, individual configuration tasks, troubleshooting discussion, short practical verification.

	Assessment conditions:
	Passing grade is based on correct completion of laboratory tasks, submitted report, practical verification of configuration and active participation. The report must include screenshots, configuration description and bibliography.

	Required literature:
	Microsoft Learn: Windows client documentation; Microsoft Learn: PowerShell documentation; Microsoft Learn: Group Policy and Windows security documentation.

	Supplementary literature:
	Russinovich M., Solomon D., Ionescu A., Yosifovich P., Windows Internals, Microsoft Press; Stanek W. R., Windows Server Administration Fundamentals, Microsoft Press; Microsoft Learn: BitLocker and AppLocker documentation.


* L – lecture, C – classes/tutorials, Lab – laboratory, P – project, E – e-learning.
