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	Field of study: Computer Science

	Course: Monitoring of Computer System Security

	Educational profile: practical

	Education level:  I-cycle studies

	Number of hours per semester
	1
	2
	3

	
	I
	II
	III
	IV
	V
	VI

	Full -time studies

(L/C/lab/pr/e)*
	
	
	
	
	
	

	Part-time studies

(L/C/lab/pr/e)
	
	
	
	
	
	

	CLASS LANGUAGE
	English

	LECTURER


	Mgr Radosław Gnat

	FORM 


	Remote

	COURSE OBJECTIVES
	The course equips students with the knowledge and skills to monitor computer systems for security events, detect anomalies and threats, analyze logs and alerts, and support timely incident response and recovery

	Reference to learning outcomes
	Description of learning outcomes  
	Verification of learning outcomes  

	Field-related learning outcome
	PQF
	
	

	Knowledge

	
	
	
	

	
	
	
	

	Skills

	
	
	
	

	
	
	
	

	Social competences

	
	
	
	

	
	
	
	

	Students’ own workload  (in didactic hours 1h=45 minutes)** 

	Full- time

Participation in lectures = 

Participation in classes = 

Preparation to classes = 

Preparation to lectures = 

Preparation to an examination = 

Project tasks =

e-learning =

Credit/examination =

others  (indicate which) = 

TOTAL:

ECTS points:

Including practical classes:
	Part-time

Participation in lectures = 

Participation in classes = 

Preparation to classes = 

Preparation to lectures = 

Preparation to an examination = 

Project tasks =

e-learning =

Credit/examination =

others  (indicate which) = 

TOTAL:

ECTS points:

Including practical classes:



	PREREQUISITES
	

	COURSE CONTENT

(Division into contact hours and e-learning)
	Contact hours:
· Students should develop an understanding of computer system security monitoring principles, tools, and processes.
· Acquire the ability to collect, interpret, and correlate security-relevant data from hosts, applications, and networks.

· Build competence in identifying suspicious activity, assessing risk, and supporting incident response through continuous monitoring.

· Understand how monitoring supports protection, detection, and recovery in secure system operations.
E-learning:


	LITERATURE

(compulsory reading)
	[1] https://www.splunk.com/en_us/products/splunk-enterprise-features.html
[2] Computer Security Basics, 2nd Edition, R. Lehtinen, G.T. Gangemi, O’Reilly 2006

[3] The Practice of Network Security Monitoring, R. Bejtlich, No Starch Press 2013

	OPTIONAL LITERATURE (including at least two items in English, either books or articles)
	[1] https://cybersecurityguide.org/resources/reading-list/

	SCHOLARLY PUBLICATIONS BY PERSONS WHO CONDUCT CLASSES, WHICH ARE RELATED TO THE MODULE SUBJECT 
	

	TEACHING METHODS

(Division into contact hours and e-learning)

	Contact hours:
E-learning:

	TEACHING AIDS
	

	PROJECT

(if implemented in the framework of a classes module)
	Project goal:

Topic of the project:

Project form:

	FORM AND CONDITIONS OF ASSESSMENT
(Division into contact hours and e-learning)
	


* L-lecture, C- classes lab- laboratory,  pro- project, e- e-learning
