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	Number of hours per semester
	1
	2
	3

	
	I
	II
	III
	IV
	V
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	Full-time studies
(L/C/lab/pr/e)
	
	
	
	
	
	

	Part-time studies
(L/C/lab/pr/e)
	
	
	
	
	
	

	CLASS LANGUAGE
	English

	LECTURER

	Karol Jędrasiak, PhD Eng.

	FORM

	Lecture

	COURSE OBJECTIVES
	
The objective of the course is to provide students with a management-oriented understanding of information security as the protection of organizational assets, business processes, legal obligations, data flows and operational continuity, not only as a technical discipline. Students learn to identify critical information assets, distinguish cybersecurity from information security, interpret confidentiality, integrity, availability, authenticity, accountability, non-repudiation and privacy as operational requirements, and understand trade-offs between access, usability, logging, privacy and resource constraints. The course develops the ability to construct plausible threat scenarios, assess local vulnerabilities, estimate likelihood and multidimensional impact, define risk tolerance criteria, and document management decisions in a way that is auditable and defensible. A further objective is to prepare students to design organizational safeguards, accountability structures, policy hierarchies, standards, procedures, segregation of duties, personnel identity lifecycle controls, vendor controls, documentation control and change governance. The course also introduces enterprise governance based on ISO/IEC 27001:2022, ISO/IEC 27002:2022 and NIST Cybersecurity Framework 2.0, including the role of governance forums, evidence-based assurance, operational resilience, regulatory exposure and emerging risks related to shadow AI, outsourcing and unmanaged data flows.


	Reference to learning outcomes
	Description of learning outcomes  
	Verification
of learning
outcomes

	Field-related
learning
outcome
	PQF
	
	

	Knowledge

	INF_W01
INF_W02
INF_W03
	P6S_WG
P6S_WG
P6S_WK
	
The student knows and understands the role of information security in protecting organizational assets, decision-making processes and operational continuity, including the distinction between cybersecurity and information security. The student knows and understands core and extended security attributes: confidentiality, integrity, availability, authenticity, accountability, non-repudiation and privacy, and can explain their operational trade-offs. The student knows and understands the principles of risk assessment, organizational safeguards, security governance, ISO/IEC 27001:2022, ISO/IEC 27002:2022, NIST Cybersecurity Framework 2.0 and selected regulatory drivers such as NIS2 and DORA.

	project report, case-study analysis, activity during classes.

	Skills

	INF_U01
INF_U02
INF_U03
	P6S_UW
P6S_UW
P6S_UK
	
The student can define the scope of an information security assessment, identify critical assets, map information-to-decision chains and construct realistic threat scenarios linking actors, weaknesses, assets and actions. The student can assess likelihood and business impact using qualitative risk matrices, define risk criteria and propose proportionate controls, safeguards and governance mechanisms. The student can prepare and communicate a management recommendation concerning access governance, logging, backup, incident response, supplier risk, shadow AI, documentation control and operational resilience.

	Risk assessment exercise, project documentation, presentation, discussion of case studies.

	Social competences

	INF_K01
INF_K02
	P6S_KK
P6S_KO
	The student is ready to critically evaluate technical and organizational controls, recognize the limitations of technology-only security and base security decisions on evidence, accountability and continuous improvement. The student understands professional responsibility for lawful, ethical and privacy-preserving handling of information and can cooperate with technical teams, management, users and external partners in security governance processes.

	project defence, discussion, peer review of proposed controls.

	Students’ own workload  (in didactic hours 1h did.=45 minutes)** 

	Full-time
Participation in lectures = 
Participation in classes = 
Preparation to classes = 
Preparation to lectures = 
Preparation to an examination = 
Project tasks = 
Consultations =
e-learning = 
Credit/examination =
others (own work) =
TOTAL: 
ECTS points:
Including practical classes: 
	Part-time
Participation in lectures = 
Participation in classes =
Preparation to classes = 
Preparation to lectures = 
Preparation to an examination = 
Project tasks = 
Consultations =
e-learning =
Credit/examination =
others (own work) = 
TOTAL: 
ECTS points:
Including practical classes: 

	PREREQUISITES
	
Basic knowledge of computer networks, operating systems, databases and information systems. Ability to read technical documentation in English and prepare a concise analytical report.


	COURSE CONTENT
(Division into contact hours and e-learning)
	
Content delivered in face-to-face format:
1. Information security perspective: organizational assets, strategic and technical lens, distinction between cybersecurity and information security, security perimeter, CIA triad, extended attributes, privacy, accountability and non-repudiation.
2. Security trade-offs and incident interpretation: restrictive access versus usability, logging versus privacy, data-to-information-to-knowledge-to-decision chain, breach anatomy, ransomware analysis and management perspective on operational disruption.
3. Risk assessment process: resource allocation problem, continuous reassessment, scope definition, asset identification, criticality analysis, plausible threat scenarios, local vulnerabilities, multidimensional consequences and risk matrices based on likelihood and impact.
4. Risk criteria and treatment decisions: tolerance boundaries, accepted, tolerable and unacceptable risk, documentation of assumptions, interdependencies, selected controls and residual risk.
5. Organizational safeguards: governance taxonomy, policies, standards, procedures and guidelines, role definition, accountability, segregation of duties, personnel identity lifecycle, contextual training, acceptable use and security culture.
6. Vendor, documentation and change governance: third-party responsibility, contractual safeguards, documentation control, version control, recovery plans, change approval and prevention of unmanaged exceptions.
7. Enterprise governance and standards: ISO/IEC 27001:2022, ISO/IEC 27002:2022, NIST Cybersecurity Framework 2.0, Govern function, operational resilience, policy hierarchy, governance forums, assurance, evidence and audit diagnostics.
8. Contemporary management risks: over-permissioned credentials, shared accounts, MFA exceptions, ineffective training feedback loops, shadow AI, backup illusions, uncorrelated logs, ad-hoc patching, weak response protocols, non-production data exposure and outsourcing risk transfer.
9. Project work: preparation of a risk assessment and governance improvement plan for a selected organization, system, service or institutional process.


	LITERATURE
(compulsory reading)
	
1. ISO/IEC 27001:2022. Information security, cybersecurity and privacy protection. Information security management systems. Requirements.
2. ISO/IEC 27002:2022. Information security, cybersecurity and privacy protection. Information security controls.
3. National Institute of Standards and Technology. The NIST Cybersecurity Framework 2.0. NIST, 2024.
4. Whitman, M. E., Mattord, H. J. Management of Information Security. Cengage Learning, latest available edition.
5. Calder, A., Watkins, S. IT Governance: An International Guide to Data Security and ISO27001/ISO27002. Kogan Page, latest available edition.


	OPTIONAL LITERATURE (including at least two items in English, either books or articles)
	
1. National Institute of Standards and Technology. SP 800-30 Rev. 1. Guide for Conducting Risk Assessments.
2. ENISA. Threat Landscape, latest available edition.
3. Verizon. Data Breach Investigations Report, latest available edition.
4. IBM Security. Cost of a Data Breach Report, latest available edition.
5. Anderson, R. Security Engineering: A Guide to Building Dependable Distributed Systems. Wiley, latest available edition.
6. Stoneburner, G., Goguen, A., Feringa, A. Risk Management Guide for Information Technology Systems. NIST Special Publication 800-30.


	SCHOLARLY
PUBLICATIONS
BY PERSONS
WHO CONDUCT
CLASSES,
WHICH ARE
RELATED TO
THE MODULE
SUBJECT
	· P. Buchwald, K. Jędrasiak, A method to protect users from FakeNews disinformation content using hybrid evaluation methods based on artificial intelligence solutions and user experience, SFT, 2024.
· Jędrasiak, K., & Wolański, R. (2024). An image Analysis Algorithm for Detecting Modified Content on the Internet Against Cybercrime. A Technique for Estimating the Probability of Modification. Safety & Fire Technology, 63(1), 88-94.
· K. Jędrasiak, Analiza Cyberzagrożeń Współczesnych Kanałów Komunikacyjnych ze szczególnym uwzględnieniem zagrożeń typu DeepFake, Horyzonty sztucznej inteligencji a Przemysł 5.0, Wydawnictwo Naukowe Akademii WSB, s. 37-59, 2024 r.
· K. Jędrasiak, P. Gawliczek, Implementing Artificial Intelligence in Data-Driven Enterprises through a Ten-Phase Framework Based on Multiple Case Studies, Social Development and Security, 15(5), 17-34.  e-ISSN 2522-9842, 2025.
· 


	TEACHING METHODS
(Division into contact hours and e-learning)
	In face-to-face form:
Problem-oriented lecture, analysis of diagrams and management cases, moderated discussion, risk assessment workshop, governance design project consultations, presentation and defence of project assumptions.

	TEACHING AIDS
	
Multimedia presentations, lecture slides, selected standards and reports, risk matrices, sample policies, templates of a risk register and control register, case-study descriptions


	PROJECT
(if implemented in the framework of a classes module)
	
The project consists of preparing an information security management dossier for a selected organization, system, service or institutional process. The dossier should include scope definition, asset inventory, data and decision flow, plausible threat scenarios, vulnerability analysis, likelihood and impact assessment, risk matrix, governance gap analysis, proposed safeguards, accountability map, implementation priorities and monitoring indicators.

	FORM AND CONDITIONS OF ASSESSMENT
(Division into contact hours and e-learning)
	
Face-to-face assessment: grade from final project task.

Assessment criteria: correct terminology, attack chain reconstruction, source verification, adequate countermeasures, ethical and legal awareness, clear communication.


* L-lecture, C- classes lab- laboratory,  pro- project, e- e-learning

