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	Number of hours per semester
	1
	2
	3

	
	I
	II
	III
	IV
	V
	VI

	Full -time studies

(L/C/lab/pr/e)*
	
	
	
	
	
	16 L

	Part-time studies

(L/C/lab/pr/e)
	
	
	
	
	
	

	CLASS LANGUAGE
	English

	LECTURER


	Dr Wojciech Gwizdała

	FORM 


	Lecture

	COURSE OBJECTIVES
	1. To provide knowledge of modern network operating systems used in enterprise, cloud, and mobile computing environments.
2. To familiarize students with network services, directory services, authentication mechanisms, and remote administration tools.
3. To develop the ability to analyze, configure, and manage network services in Linux and Windows server environments.
4. To introduce technologies supporting cloud infrastructures, virtualization, and network security.
5. To prepare students for professional administration of network operating systems and cloud-based services.

	Reference to learning outcomes
	Description of learning outcomes  
	Verification of learning outcomes  

	Field-related learning outcome
	PQF - Polish Qualifications Framework
	
	

	Knowledge

	INF_W02
	P6U_W, P6S_WG, P6S_WG_INŻ
	Knows and understands the architecture, services, and administration principles of modern network operating systems.
	Written test

	INF_W05
	P6U_W, P6S_WG, P6S_WG_INŻ
	Knows methods, tools, standards, and technologies used in network system administration and cloud infrastructures.
	Written test

	Skills

	INF_U11
	P6U_U, P6S_UW, P6S_UW_INŻ
	Can analyze the operation of network operating systems and evaluate their configuration, structure, and services.
	Written test, case studies

	INF_U13
	P6U_U, P6S_UW, P6S_UW_INŻ
	Can formulate specifications for the administration and configuration of network services using engineering standards and best practices.
	Written test, problem analysis

	INF_U09
	P6U_U, P6S_UW, P6S_UW_INŻ
	Can solve practical problems related to maintaining network systems and services in enterprise environments.
	Written test, case studies

	Social competences

	INF_K01
	P6U_K, P6S_KK
	Recognizes the importance of continuous professional development in network administration and cloud technologies.
	Student activity, discussion

	Students’ own workload  (in didactic hours 1 h = 45 minutes)** 

	Full- time
Participation in lectures = 16 h
Preparation for lectures = 8 h
Self-study = 16 h
Preparation to an examination = 8 h
Examination = 2 h
TOTAL: 50 h
ECTS points: 2
	Part-time

Not applicable

	PREREQUISITES
	Students should possess knowledge of:
1. computer networks,
2. operating systems,
3. TCP/IP protocols,
4. computer architecture,
5. basic Linux and Windows operating system concepts,
6. network services and Internet technologies.

	COURSE CONTENT

(Division into contact hours and e-learning)
	Contact hours on MS Teams:
1. Introduction to Network Operating Systems: functions and architecture of network operating systems, comparison of Windows Server and Linux server solutions.
2. User and resource management: user accounts, groups, permissions., authentication and authorization mechanisms.
3. Directory services: Active Directory concepts, LDAP directory services.
4. Network Services: DNS, DHCP, NTP, File and print services.
5. Remote administration: SSH, remote desktop services, PowerShell remoting.
6. Virtualization technologies: hypervisors and virtual machines, containers and Docker fundamentals.
7. Cloud-Based infrastructure: IaaS, PaaS, SaaS models, cloud operating environments.
8. Network security: firewalls, access control, secure administration principles.
9. Monitoring and maintenance: logging mechanisms, performance monitoring, backup and recovery procedures.
E-learning on Moodle Platform:
1. PDF lecture materials.

2. Technical documentation.

3. Online tutorials and case studies.

4. Cloud and network administration guides.


	LITERATURE

(compulsory reading)
	1. Nemeth, E., Snyder, G., Hein, T., Whaley, B., Mackin, D., UNIX and Linux System Administration Handbook, 5th Edition, Addison-Wesley, 2017.
2. Russinovich, M., Solomon, D., Ionescu, A., Windows Internals, Part 1, 7th Edition, Microsoft Press, 2021.
3. Limoncelli, T., Hogan, C., Chalup, S., The Practice of System and Network Administration, 3rd Edition, Addison-Wesley, 2016.

	OPTIONAL LITERATURE (including at least two items in English, either books or articles)
	1. Negus, C., Linux Bible, 10th Edition, Wiley, 2020.
2. Ward, B., How Linux Works, 3rd Edition, No Starch Press, 2021.
3. Turnbull, J., The Docker Book, latest available edition.
4. Stingl, M., Microsoft Azure Fundamentals Certification Guide, Packt, 2023.
5. Alapati, S., AWS for Administrators, Apress, 2022.

	TEACHING METHODS

(Division into contact hours and e-learning)

	1. Contact hours on MS Teams:
2. Lecture in the form of a multimedia presentation.
3. Practical presentation of system network tools.
E-learning on Moodle platform:
Materials on Moodle course in electronic form (PDF lectures, links).

	TEACHING AIDS
	1. MS Teams platform.
2. Moodle e-learning platform.
3. Multimedia presentations.
4. Network operating system administration tools.
5. Windows Server and Linux server environments.
6. Virtualization platforms.
7. Cloud service demonstration environments.
8. Technical documentation and online manuals.

	PROJECT

(if implemented in the framework of a classes module)
	Not applicable

	FORM AND CONDITIONS OF ASSESSMENT
(Division into contact hours and e-learning)
	The course is passed after obtaining at least 50% of points in the written knowledge test.

To obtain at least a good grade (4.0), students must demonstrate the ability to:
1. explain the architecture and functions of network operating systems;
2. describe authentication and authorization mechanisms;
3. explain the operation of DNS, DHCP, and directory services;
4. compare Linux and Windows server solutions;
5. describe virtualization and cloud infrastructure concepts;
6. identify network security mechanisms used in server environments;
7. analyze administrative scenarios and recommend appropriate system solutions;
8. evaluate network operating system services in terms of security, reliability, and performance. 


* L-lecture, C- classes lab- laboratory,  pro- project, e- e-learning
