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	CLASS LANGUAGE
	English

	LECTURER

	Karol Jędrasiak. PhD Eng.

	FORM

	lecture 

	COURSE OBJECTIVES
	
The objective of the course is to provide students of Informatics with structured knowledge of cybercrime, cyberterrorism, disinformation and AI enabled synthetic media as operational threats in cyberspace. Students learn how common attacks such as phishing, social engineering, man in the middle attacks, defacement, malware, ransomware, infostealers and business email compromise operate at the technical, organisational and economic levels. The course develops the ability to analyse cybercrime scenarios, recognise manipulation mechanisms, assess the credibility of digital content, and map an incident from initial access to exploitation, monetisation and defensive response. A further objective is to build ethical and legal awareness related to digital evidence, personal data, deepfakes, content provenance, reporting mechanisms and responsible communication during incidents.


	Reference to learning outcomes
	Description of learning outcomes  
	Verification of learning outcomes  

	Field-related learning outcome
	PQF
	
	

	Knowledge

	INF_W01
INF_W04
	P6S_WG
P6S_WK
	
The student knows and understands the basic concepts, actors and processes of cybercrime, including information security objectives, attack vectors, cyberterrorism, underground cybercrime markets, ransomware ecosystems, disinformation operations and AI generated synthetic media. The student understands how technical vulnerabilities, human factors, organisational trust and digital platform mechanisms interact in real incidents.

	case study analysis, task report

	Skills

	INF_U01
INF_U03
INF_U05
	P6S_UW
P6S_UK
	
The student is able to analyse selected cybercrime and disinformation cases, identify probable attack vectors, distinguish trustworthy and manipulated information, evaluate basic traces of synthetic media, prepare a concise incident description, and formulate justified recommendations for prevention, reporting and user protection.

	exercises, practical verification task, project presentation

	Social competences

	INF_K01
INF_K02
	P6S_KK
P6S_KO
	
The student is ready to critically evaluate information, act responsibly when encountering suspicious content or incidents, respect ethical and legal constraints, communicate risk without amplifying harmful material, and recognise the need for continuous learning in cybersecurity and digital resilience.
	observation of work during classes, discussion, assessment of the final task

	Students’ own workload  (in didactic hours 1h did.=45 minutes)** 

	Full-time
Participation in lectures = 
Participation in classes = 
Preparation to classes = 
Preparation to lectures = 
Preparation to an examination = 
Project tasks = 
Consultations = 
e-learning = 0
Credit/examination = 
others (own work) = 0
TOTAL: 
ECTS points: 
Including practical classes: 
	Part-time
Participation in lectures = 
Participation in classes = 
Preparation to classes = 
Preparation to lectures = 
Preparation to an examination = 
Project tasks = 
Consultations = 
e-learning = 0
Credit/examination = 
others (own work) = 0
TOTAL: 
ECTS points: 
Including practical classes: 

	PREREQUISITES

	
Basic knowledge of computer networks, operating systems, internet services and programming fundamentals. The student should be able to use a web browser, e-mail, office software and basic online research tools. Prior completion of an introductory course in information security or computer networks is recommended but not required.


	COURSE CONTENT
(Division into contact hours and e-learning)
	
Content delivered in face-to-face format:

· Cyberspace as an operational environment: scale of internet activity, information as a protected asset, confidentiality, integrity, availability, authenticity, accountability, and selected large data breaches. 
· Technical and organisational mechanisms of cybercrime: phishing, social engineering, man in the middle attacks, website defacement, distributed denial of service, malware, software errors and mobile banking fraud.
· Cyberterrorism and attacks on critical functions: disruption of information flow, unauthorised access, disclosure, modification, destruction, reputational pressure, operational pressure and legal risk.
· Industrialised cybercrime economy: stolen data as a commodity, initial access brokers, infostealers, business email compromise, ransomware operations, laundering channels, cryptocurrency traces, underground markets and division of labour. 
· Disinformation as a security threat: definitions, historical evolution, virality in social media, terrorism related false information, pandemic disinformation, wartime narratives, electoral manipulation, social polarisation and institutional trust. 
· Artificial intelligence and synthetic media: generation and modification of text, image, audio and video, deepfake typologies, face swap, voice cloning, expression transfer, dubbing, AI bots, fake news, fake images, fake audio and fake video.
· Detection, response and prevention: critical thinking, fact checking, source verification, Content Provenance and Authenticity, Content Credentials, limitations of watermarks, detection tools, reporting, evidence preservation and safe communication. 


	LITERATURE
(compulsory reading)
	
· Anderson, R. Security Engineering: A Guide to Building Dependable Distributed Systems. 3rd edition. Wiley, 2020.
· Stallings, W., Brown, L. Computer Security: Principles and Practice. 5th edition. Pearson, 2023.
· NIST. The NIST Cybersecurity Framework 2.0. National Institute of Standards and Technology, 2024.
· ENISA. ENISA Threat Landscape 2025. European Union Agency for Cybersecurity, 2025.
· Europol. Internet Organised Crime Threat Assessment 2026. Europol, 2026.
· CERT Polska. Annual Report from the Actions of CERT Polska 2024: The Polish Security Landscape. NASK National Research Institute, 2025.


	OPTIONAL LITERATURE (including at least two items in English, either books or articles)
	
· Russell, S., Norvig, P. Artificial Intelligence: A Modern Approach. 4th edition. Pearson, 2021.
· OECD. Facts not Fakes: Tackling Disinformation, Strengthening Information Integrity. OECD Publishing, 2024.
· OECD. Truth Quest Survey: Helping Citizens Recognise False and Misleading Information Online. OECD, 2024.
· Wardle, C., Derakhshan, H. Information Disorder: Toward an Interdisciplinary Framework for Research and Policy Making. Council of Europe, 2017.
· Chesney, R., Citron, D. K. Deep Fakes: A Looming Challenge for Privacy, Democracy, and National Security. California Law Review, 2019.
· OWASP Foundation. OWASP Top 10: The Ten Most Critical Web Application Security Risks. Current online edition.
· Coalition for Content Provenance and Authenticity. C2PA Technical Specification. Current online edition.


	SCHOLARLY PUBLICATIONS BY PERSONS WHO CONDUCT CLASSES, WHICH ARE RELATED TO THE MODULE SUBJECT
	
· Jędrasiak, K. Audio Stream Analysis for Deep Fake Threat Identification. Civitas et Lex, 1(41), 21-35, 2024.
· Wolański, R., Jędrasiak, K. Metoda analizy audio-wideo filmów z wystąpień publicznych w celu wykrycia zagrożenia typu deepfake. Safety & Fire Technology, 62(2), 172-180, 2023. DOI: 10.12845/sft.62.2.2023.10.
· Jędrasiak, K. Analysis of Lighting and Shape Features in Deepfake Identification. Proceedings of the International Business Information Management Association Conference, 2025.
· Jędrasiak, K. Generative AI-driven synthetic media risks in digital health: implications for telemedicine and teledentistry. Frontiers in Public Health, 2026.

	TEACHING METHODS
(Division into contact hours and e-learning)
	
In face-to-face form:
problem oriented lecture, moderated discussion, case study analysis, incident scenario mapping, guided source verification, analysis of selected attack chains and group work on a short cyber incident recommendation.

	TEACHING AIDS
	
Computer laboratory with internet access, projector, e-learning platform, selected public reports and datasets, safe demonstration materials, sample phishing messages, screenshots of manipulated content, fact checking websites, browser developer tools, basic network diagnostic tools and selected open source resources for cyber incident analysis.


	PROJECT
(if implemented in the framework of a classes module)
	The project task is implemented as a short case study. Students analyse a selected cybercrime, disinformation or deepfake related scenario, identify the protected assets, actors, likely attack vector, technical and organisational weaknesses, potential evidence, legal and ethical limitations, and propose preventive and response measures. The result is a concise written report and a short presentation.

	FORM AND CONDITIONS OF ASSESSMENT
(Division into contact hours and e-learning)
	Face-to-face assessment: grade from final project task.

Assessment criteria: correct terminology, attack chain reconstruction, source verification, adequate countermeasures, ethical and legal awareness, clear communication.


* L-lecture, C- classes lab- laboratory, pro- project, e- e-learning
